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Motivation

e Real-time embedded systems
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Motivation

e Real-time embedded systems

e Openness ...
environment  debug system
- bluetooth
update
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Motivation

e Real-time embedded systems

e Openness ... leads to more vulnerabilities

attacker  debug system

@ bluetooth

update
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Context - Real Time

Real-time = Guarantee response within specified time constraints
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Context - Real Time

Real-time = Guarantee response within specified time constraints

e WCET = Worst-Case Execution Time [1]

1. Reinhard Wilhelm et al. "The worst-case execution-time problem - overview of methods and survey
of tools".In: ACM Trans. Embedded Comput. Syst. 2008
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Context - Real Time

Real-time = Guarantee response within specified time constraints

e WCET = Worst-Case Execution Time [1]

Isolated task

On a binary/hardware pair

Number of occurences

time

1. Reinhard Wilhelm et al. "The worst-case execution-time problem - overview of methods and survey
of tools".
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Context - Real Time

Real-time = Guarantee response within specified time constraints

e WCET = Worst-Case Execution Time [1]

Isolated task

On a binary/hardware pair

Number of occurences

real BCET real WCET time

1. Reinhard Wilhelm et al. "The worst-case execution-time problem - overview of methods and survey
of tools".
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Context - Real Time

Real-time = Guarantee response within specified time constraints

e WCET = Worst-Case Execution Time [1]

Isolated task
On a binary/hardware pair
Unsafe Safe

WCET WCET
estimate  estimate

Number of occurences

real BCET real WCET time

1. Reinhard Wilhelm et al. "The worst-case execution-time problem - overview of methods and survey
of tools".
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Context - Real Time

Real-time = Guarantee response within specified time constraints

e WCET = Worst-Case Execution Time [1]

Isolated task
On a binary/hardware pair
Tight Loose

WCET WCET
estimate estimate

Number of occurences

real BCET real WCET time

1. Reinhard Wilhelm et al. "The worst-case execution-time problem - overview of methods and survey
of tools".
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Real-time - Schedule [2]

e Scheduling = Combine tasks WCETs and system requirements

Arrival Deadline
e ™ e >
Task 2 - -
Arrival Deadline

2. Buttazzo, G. "Hard Real-Time Computing Systems: Predictable Scheduling Algorithms and Applica-
tions"
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Real-time - Schedule [2]

e Scheduling = Combine tasks WCETs and system requirements

Arrival Deadline
e ™ e >
Task 2 - -
Arrival Deadline

but sometimes - - -

2. Buttazzo, G. "Hard Real-Time Computing Systems: Predictable Scheduling Algorithms and Applica-
tions"
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Real-time - Schedule [2]

e Scheduling = Combine tasks WCETs and system requirements

Arrival Deadline
e ™ e >
Task 2 - -
Arrival Deadline

but sometimes - - -

Arrival Deadline
e = - =
Task 2 - -
Arrival Deadline

2. Buttazzo, G. "Hard Real-Time Computing Systems: Predictable Scheduling Algorithms and Applica-
tions"
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Security - Control-flow hijacking

Goal : Modify the program behavior to execute arbitrary code
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Security - Control-flow hijacking

Goal : Modify the program behavior to execute arbitrary code

e Principle
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Security - Control-flow hijacking

Goal : Modify the program behavior to execute arbitrary code

e Principle

call abs

return point
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Security - Control-flow hijacking

Goal : Modify the program behavior to execute arbitrary code

e Principle

call abs

| retu rr;/point | | system |
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Security - Control-flow hijacking

Goal : Modify the program behavior to execute arbitrary code

e Principle e Example

call abs

| retu rr;/point | | system |
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Security - Control-flow hijacking

Goal : Modify the program behavior to execute arbitrary code

e Principle e Example

call abs

buffer i retval

| retu rr;/point | | system |
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Security - Control-flow hijacking

Goal : Modify the program behavior to execute arbitrary code

e Principle e Example

call abs

4 normal behavior
Ebs
buffer i retval
X

| retu rr;/point | | system |
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Security - Control-flow hijacking

Goal : Modify the program behavior to execute arbitrary code

e Principle e Example

call abs

E[;s gbuffer overflow

buffer i retval

| retu rr;/point | | system |
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State of the art
e Diversity techniques

Schedule level diversity [3]

Program level diversity [4]
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State of the art

e Diversity techniques
Schedule level diversity [3]

Program level diversity [4]

e Monitoring techniques
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State of the art
e Diversity techniques

Schedule level diversity [3]

Program level diversity [4]

e Monitoring techniques

Name Domain Information Overhead / Intrusiveness
T-Rex[5] RT Checkpoint / WCET High
T-ProT|[5] RT Checkpoint / WCET High
T-AxT[5] RT Time/Space correlation High

Yoon et al.[6] RT Syscall learning Small
Chevalier et al.[7] G Control-Flow Small
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Contribution
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Contribution

e Hardware monitor (0 overhead)

Processor Monitor

program
progress
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Contribution

e Hardware monitor (0 overhead)

Processor Monitor WCET

program M } boooeen |
progress
WCET \
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Contribution

e Hardware monitor (0 overhead)

Processor Monitor

orogram counter 0 ' I
progress WCET attack
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Contribution

e Hardware monitor (0 overhead)

e Detecting attacks that exceed the WCET (limited threshold)

Processor

program

Monitor

progress

counter
WCET

attack
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Contribution

e Hardware monitor (0 overhead)
e Detecting attacks that exceed the WCET (limited threshold)

Processor Monitor

I f------ |
program counter T
progress WCET attack
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Contribution

e Hardware monitor (0 overhead)
e Detecting attacks that exceed the WCET (limited threshold)

Processor Monitor
L I - - - - - - I
) 1
program counter T
|

progress WCET attack window
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Contribution

e Hardware monitor (0 overhead)
o Detecting attacks that exceed the WCET (limited threshold)

Processor Monitor

L I - - - - - -
orogram counter 0 ' I

progress WCET attack window

time

e Attack scenario : Control-Flow Hijacking
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Outline

Region definition
Automatic region selection
Monitoring example
Experiments

Future Work
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Regions of interest
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Regions of interest

e Single Entry Single Exit
(SESE) regions [3]

3. Richard Johnson et al. "The program structure tree: computing control regions in linear time".
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Regions of interest
e Single Entry Single Exit
(SESE) regions [3]

One entry point

One exit point

Self contained

3. Richard Johnson et al. "The program structure tree: computing control regions in linear time".
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Regions of interest

e Single Entry Single Exit

(SESE) regions [3] @
(0)

One entry point
One exit point

Self contained

3. Richard Johnson et al. "The program structure tree: computing control regions in linear time".
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Regions of interest

e Single Entry Single Exit

(SESE) regions [3]
(o)

One entry point
One exit point

Self contained

0| (2 (D

&)

3. Richard Johnson et al. "The program structure tree: computing control regions in linear time".
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Regions of interest

e Single Entry Single Exit

(SESE) regions [3]

One entry point ¥
One exit point 0
Self contained R2 R1
RO [[( 2 1
3
3. Richard Johnson et al. "The program structure tree: computing control regions in linear time".
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Regions of interest

e Single Entry Single Exit

(SESE) regions [3]

One entry point ¥
One exit point 0
Self contained R2 R1
imple nestin
Simple nesting RO (2 1
3
3. Richard Johnson et al. "The program structure tree: computing control regions in linear time".
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10

Maximal Inner Time (MIT)

The time of a region without the time of monitored sub-regions
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10

Maximal Inner Time (MIT)

The time of a region without the time of monitored sub-regions

RO

(0)

Nicolas BELLEC

MIT RO =
WCET RO
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Maximal Inner Time (MIT)

The time of a region without the time of monitored sub-regions

0

R1

MIT RO =

ROJ 2 ! WCET (RO \ R1)
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Maximal Inner Time (MIT)

The time of a region without the time of monitored sub-regions

0

R2 R1

MIT RO =

RO |[(2 1 WCET (RO \ {R1,R2})
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10

Maximal Inner Time (MIT)

The time of a region without the time of monitored sub-regions

0

R2 R1

MIT RO =

RO |[(2 1 WCET (RO \ {R1,R2})

3

MIT = monitor threshold
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SESE Selection Problem (SSP)

e Constraints
Memory size
Stack size

Comparison per cycle
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SESE Selection Problem (SSP)

e Constraints
Memory size
Stack size

Comparison per cycle

e e]

memory
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SESE Selection Problem (SSP)

e Constraints
Memory size
Stack size

Comparison per cycle

memory

ol lﬂ

stack
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SESE Selection Problem (SSP)

e Constraints e Goal

Memory size Cover the whole program

Stack size Respect constraints

Reduce maximal

Comparison per cycle
P per <y threshold

IIHIHI
II;!:IIII%I!III%EII
memory m

stack
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SESE Selection Problem (SSP)

e Constraints e Goal

Memory size Cover the whole program

Stack size Respect constraints

Reduce maximal
threshold

e Maximal Threshold

Comparison per cycle

(Roo)
@ max (MIT S)
(k2

Séeselected

IIHIHI
II;!:IIII%I!III%EII
memory m

stack
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SESE Selection Problem (SSP)

e Constraints e Goal

Memory size Cover the whole program

Stack size Respect constraints

Reduce maximal
threshold

e Maximal Threshold

Comparison per cycle

GRoo
(R0} scmax (MIT'S)
(R2)

Find best selected set

IIHIHI
II;!:IIII%I!III%EII
memory m

stack
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Solving SSP - Algorithm

Greedy algorithm : At each iteration, reduce the region with
maximum threshold (= MIT)
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12

Solving SSP - Algorithm

Greedy algorithm : At each iteration, reduce the region with
maximum threshold (= MIT)

region

step 0

step 1

step 2

RO

2000
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12

Solving SSP - Algorithm

Greedy algorithm : At each iteration, reduce the region with
maximum threshold (= MIT)

region | step O | step 1 | step 2
RO 2000 200
R2 800
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12

Solving SSP - Algorithm

Greedy algorithm : At each iteration, reduce the region with
maximum threshold (= MIT)

region | step O | step 1 | step 2
RO 2000 200 200
R2 800 100
R4 400
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SESE Selection algorithm properties

e Polynomial complexity

MIT Estimation 0(n?)
Operation (without estimations) | O(n®)
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SESE Selection algorithm properties

e Polynomial complexity

MIT Estimation 0o(n?)
Operation (without estimations) | O(n®)

e Minimal threshold with infinite constraints
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Monitoring example

PC:

0x36

region | entry | exit | MIT | sub-region
RO 0x0 | 0x80 | 100 R1, R2
R1 0x20 | 0x36 | 25 I}
R2 | 0x36 | 0x60 | 40 1%}
Monitor @
R1
R1 | 15
Ro[R1[R2| | Ro | 23 || R
memory stack
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Monitoring example

PC:

0x36

region | entry | exit | MIT | sub-region
RO 0x0 | 0x80 | 100 R1, R2
R1 0x20 | O0x36 | 25 1%}
R2 | 0x36 | 0x60 | 40 1%}
Monitor @
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Monitoring example

PC:

0x36

region | entry | exit | MIT | sub-region
RO 0x0 | 0x80 | 100 R1, R2
R1 0x20 | O0x36 | 25 1%}
R2 | 0x36 | 0x60 | 40 1%}
Monitor @
R1
R2 0
Ro[R1[R2| | Ro | 23 || R
memory stack
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Monitoring example

PC:

0x36

region | entry | exit | MIT | sub-region
RO 0x0 | 0x80 | 100 R1, R2
R1 0x20 | O0x36 | 25 1%}
R2 | 0x36 | 0x60 | 40 1%}
Monitor @
R1
R2 1
Ro[R1[R2| | Ro | 23 || R
memory stack
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Realisation

Implemented a CFG + SESE extraction + selection algorithm
for Leon3 architecture

Implemented and tested the monitor in HLS using Catapult
Not yet integrated on a CPU
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Experimental setup

Leon3 architecture
Malardalen benchmarks
aiT for MIT estimation (with annotations)

Goal : Measure the performance of the algorithm
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SESE Selection - Maximal threshold evolution

e Normal behavior e Specific benchmark
sansy 120000~
3 3
% =
] ]
£ £
£ 2
= =
4 8 12 1 5 ) 180
Available memory Available memory
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SESE Selection - Maximal threshold evolution

o Normal behavior e Specific benchmark
sansy 120000~
] 3
% =
] ]
£ £
£ 2
= =
4 8 12 1 5 ) 180
Available memory Available memory
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SESE Selection - Maximal threshold evolution

o Normal behavior e Specific benchmark
sansy 120000~
] 3
% =
] ]
£ £
g ]
= =
4 8 12 1 5 ) 180
Available memory Available memory

Major improvement first, small optimizations later
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SESE Selection - Runtime

1000~
750~
type
e I
@ 500-
£ | B
0 sover

benchmark
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SESE Selection - Runtime

1000~

750~

type

@ S

g 007 | B
0 sover

0_I__-!___l _____ !l--l_ __-_I!

benchmark

Most of the running time spent in MIT estimations
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SESE Selection - Maximal memory usage

150-

100-

o

w

@ e

w typ

5 [ remaining
8 I setectea
£

5

2

benchmark
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SESE Selection - Maximal memory usage

150-

100-

o

w

@ e

w typ

5 [ remaining
8 I setectea
£

5

2

benchmark

Minimal threshold without a time-consuming exploration
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Summary & Future Works

e Summary

0
R2 R1

Processor Monitor

Time heshold (yces)

uaible memory

o Future Work
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Summary & Future Works

e Summary
0
Processor Monitor R2 RI1 7
3

e Future Work

Integrate the monitor on a CPU
Implement fault models
Further reduce the threshold with inner basic block SESEs
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Solving SSP - Issues
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Solving SSP - Issues

e Use Integer Linear Programing 7
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Solving SSP - Issues
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e Use Integer Linear Programing 7

Worst case :
O(2™) MIT estimations

Intrusion detection through monitoring of timing deviations



