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Security for Real-Time Systems
e Increased complexity and wireless communications

Bluetooth, Wifi, loT, ... 1

o Attackers break hypotheses

Deadline miss —

WCET estimated statically to have an upper bound
Can trade some overhead for more safety

1. Remote exploitation of an Unaltered Passenger Vehicle, Valasek et Miller, BlackHat'15

4/20



Real-Time Systems - Characteristics

5/20



Real-Time Systems - Characteristics
 Unsafe low-level languages (C/C++)

5/20



Real-Time Systems - Characteristics
 Unsafe low-level languages (C/C++)

| Buffer | | | Saved PC |
0 12 14 16 20

5/20



Real-Time Systems - Characteristics
 Unsafe low-level languages (C/C++)

| Buffer | | | Saved PC | Buffer Overflow
0 12 14 16 20

5/20



Real-Time Systems - Characteristics
 Unsafe low-level languages (C/C++)

| Buffer | | | Saved PC | Buffer Overflow
0 12 14 16 20

Prone to Memory Corruption Attacks

5/20



Real-Time Systems - Characteristics
 Unsafe low-level languages (C/C++)

| Buffer | | [ Saved PC | Buffer Overflow
0 12 14 16 20

Prone to Memory Corruption Attacks

e Hard to update

5/20



Real-Time Systems - Characteristics
 Unsafe low-level languages (C/C++)

| Buffer | | | Saved PC | Buffer Overflow
0 12 14 16 20
Prone to Memory Corruption Attacks

e Hard to update

Protection against unknown attacks

5/20



Real-Time Systems - Characteristics
 Unsafe low-level languages (C/C++)

| Buffer | | | Saved PC | Buffer Overflow
0 12 14 16 20
Prone to Memory Corruption Attacks

e Hard to update

Protection against unknown attacks

¢ Predictable

5/20



Real-Time Systems - Characteristics
 Unsafe low-level languages (C/C++)

| Buffer | | [ Saved PC | Buffer Overflow
0 12 14 16 20

Prone to Memory Corruption Attacks

e Hard to update

Protection against unknown attacks

¢ Predictable

Protection overhead on the WCET must be predictable statically

5/20



Real-Time Systems - Characteristics
 Unsafe low-level languages (C/C++)

| Buffer | | [ Saved PC | Buffer Overflow
0 12 14 16 20

Prone to Memory Corruption Attacks

e Hard to update

Protection against unknown attacks

 Predictable
Protection overhead on the WCET must be predictable statically

Wanted

Robust and Predictable protection against Memory Corruption Attacks
for Real-Time Systems

5/20



Real-Time Systems - Characteristics
 Unsafe low-level languages (C/C++)

| Buffer | | | Saved PC | Buffer Overflow
0 12 14 16 20

Prone to Memory Corruption Attacks

e Hard to update

Protection against unknown attacks

 Predictable
Protection overhead on the WCET must be predictable statically

Wanted

Robust and Predictable protection against Memory Corruption Attacks
for Real-Time Systems

5/20



Real-Time Systems - Characteristics
 Unsafe low-level languages (C/C++)

| Buffer | | [ Saved PC | Buffer Overflow
0 12 14 16 20

Prone to Memory Corruption Attacks

e Hard to update

Protection against unknown attacks

 Predictable
Protection overhead on the WCET must be predictable statically

Wanted

Robust and Predictable protection against Memory Corruption Attacks
for Real-Time Systems

5/20



Real-Time Systems - Characteristics
 Unsafe low-level languages (C/C++)

| Buffer | | | Saved PC | Buffer Overflow
0 12 14 16 20

Prone to Memory Corruption Attacks

e Hard to update

Protection against unknown attacks

 Predictable
Protection overhead on the WCET must be predictable statically

Wanted

Robust and Predictable protection against Memory Corruption Attacks
for Real-Time Systems

5/20



Attacker capacity

6/20



Attacker capacity

char buffer[12];

char ¢ = 255;

siint height = getHeight () ;

for(int i = 0; c != 0; i++) {
c = recv();
buffer[i] = c;

}

if (height >= 10000)
crash_plane ()

6/20



Attacker capacity

char buffer [12];

char ¢ = 255;

int height = getHeight ();

for(int i = 0; c != 0; i++)
c = recv();
buffer[i] = c;

}

if (height >= 10000)
crash_plane ()

| Buffer | height | Saved PC |
0 12 16 20

6/20



Attacker capacity

char buffer [12];

Input

[

char ¢ = 255;

int height = getHeight ();

for(int i = 0; c != 0; i++) {
c = recv();
buffer[i] = c;

}

if (height >= 10000)
crash_plane ()

| Buffer | height | Saved PC |

0 12

16 20

l

'A12+'B4+'C'4

6/20



Attacker capacity

char buffer [12];
char ¢ = 255;
siint height = getHeight () ;

for(int i = 0; c¢c !'= 0; i++) { Input
c = recv(); { 'A12+'B4+'C4
buffer[i] = c;

}

if (height >= 10000)
crash_plane ()

A.A BBBB CCCC
| Buffer | height | Saved PC |

0 12 16 20

6/20



Attacker capacity

char buffer [12];
char ¢ = 255;
int height = getHeight ();

for(int i = 0; c¢c !'= 0; i++) { Input
c = recv(); { 'A12+'B4+'C4
buffer[i] = c;

}

if (height >= 10000)
crash_plane ()

A.. A BBBB CCCC protects
| Buffer | height | Saved PC ——————— Control-Flow Integrity 2
0 12 16 20

2. Control-Flow Integrity for Real-Time Embedded Systems, Walls et al., ECRTS'19

6/20



Attacker capacity

char buffer[12];

char ¢ = 255;

int height = getHeight ();

for(int i = 0; c !'= 0; i++) { Input
c = recv(); { 'A'12+'B’-4
buffer[i] = c;

}
if (height >= 10000)
crash_plane ()

protects

| Buffer | height | Saved PC f—————— Control-Flow Integrity 2
0 12 16 20

2. Control-Flow Integrity for Real-Time Embedded Systems, Walls et al., ECRTS'19

6/20



Attacker capacity

char buffer [12];
char ¢ = 255;
int height = getHeight ();

for(int i = 0; c¢c !'= 0; i++) { Input
c = recv(); { 'A"12+'B"-4
buffer[i] = c;

}

if (height >= 10000)
crash_plane ()

A.. A BBBB protects
| Buffer | height | Saved PC |<7 Control-Flow Integrity 2
0 12 16 20

2. Control-Flow Integrity for Real-Time Embedded Systems, Walls et al., ECRTS'19

6/20



Attacker capacity

char buffer [12];
char ¢ = 255;
int height = getHeight ();

for(int i = 0; c !'= 0; i++) { Input
c = recv(); { 'A12+'B"-4 \
buffer[i] = c;

}

if (height >= 10000) Attacker controled A\

crash_plane ()

A.. A BBBB protects
| Buffer | height | Saved PC |<7 Control-Flow Integrity 2
0 12 16 20

2. Control-Flow Integrity for Real-Time Embedded Systems, Walls et al., ECRTS'19

6/20



N

w

IS

Attacker capacity

char buffer [12];
char ¢ = 255;
int height = getHeight ();

for(int i = 0; c¢c !'= 0; i++) { Input
c = recv(); { 'A"12+'B"-4 \
buffer[i] = c;
}
if (height >= 10000) Attacker controled A\
crash_plane ()
A..A BBBB protects
| Buffer | height | Saved PC f——————— Control-Flow Integrity 2
0 12 16 20

Data-Flow Attacks3

2. Control-Flow Integrity for Real-Time Embedded Systems, Walls et al., ECRTS'19
3. Non-Control-Data Attacks Are Realistic Threats, Chen et al., USENIX'05
6/20



N

w

IS

©

©
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char buffer [12];
char ¢ = 255;
int height = getHeight ();

for(int i = 0; c¢c !'= 0; i++) { Input
c = recv(); | A12+B4 |
buffer[i] = c;
}
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crash_plane ()
A..A BBBB protects
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Data-Flow Attacks3 = We want to protect all memory operations

2. Control-Flow Integrity for Real-Time Embedded Systems, Walls et al., ECRTS'19
3. Non-Control-Data Attacks Are Realistic Threats, Chen et al., USENIX'05
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Our Work : Real-Time Data-Flow Integrity

Data-Flow Integrity* (DFI) : + Robust
¢/ Static analysis at compile time
~  WCET Overhead

Goal
Reduce the overhead of DFI on WCET

4. Securing software by enforcing data-flow integrity, Castro et al., USENIX '06.
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[3.5]
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3 continue

4
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DFI1* - Check Tag Optimizations

o Number of intervals ([4] uses a greedy algorithm)

if tag == 1 or if tag == 1 or
= = 7"_’5 = =
3 <= tag <= 4 or 3 <= tag <

6 <= tag <= T: continue

continue

e Interval order (un-used by [4])

if tag == 1 or if 3 <= tag <=
3 <= tag <= 4: i:>x<:: tag == 1:

continue continue

4. Securing software by enforcing data-flow integrity, Castro et al., USENIX '06.
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With context

int f(int i) {

return ij; ie{(a—)1, (b—)2}
}
x = £(1); (@ x € {1}
y = 1(2); ® y € {2}

Provide refined load information for the optimizations J
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RT-DFI - Combining Everything

Tags of the context

X
1|if tag == 1 or {345}
2 3 <= tag <= 5: e””’ﬂ’;r’—’——ﬂi

3 continue
Possible optimizations
if tag == 1 or x if 3 <= tag <= 5 or
3 <= tag <= b: tag == 1: Local
continue continue

(135} —=25 ([14] }

{457} —— {247} A Global

We use Integer Linear Programming
to optimize the DFI on the whole WCEP J
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Integer Linear Programming

Key ldea

Optimization of a linear function under linear constraints J
Variables Constraints

V4 : Integer Variables G :Xaij-vi O b

Vi, ..., VpeVy J

Goal

Find vi,...,v, maximizing a linear function (e.g. vi + vo—2-v3) under
constraints C;

e Current solvers are very efficient (CPLEX)
@ Used for industrial problems (e.g. WCET estimation)

See paper for how the optimizations are modeled
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RT-DFI - Experimental Setup

e Architecture : RudolV (RISC-V processor)

e WCET Estimator : AiT (industrial standard)

o ILP Solver : CPLEX

e Benchmark : TacleBench (Real-time benchmarks, single task benchs)
e Compilation flags : -O1

e Stopping condition : Unchanged WCET

°

Baseline : Overhead of DFI (as implemented in [4]) on estimated
WCET

4. Securing software by enforcing data-flow integrity, Castro et al., USENIX '06.
16/20
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RT-DFI - Improvement vs Baseline
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RT-DFI - Found Security Errors

Data-flow errors are present in the benchmarks

Statically detected (aiT + DFI) : rijndael_dec
rijndael_enc

Dynamically detected (executed with DFI) : sha
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Conclusion

@ Optimize DFI for the WCET (mean improvement : 7.6%)

@ lterative optimization is not efficient on the benchmarks

Future Work

@ Reducing tag address computation redundancy
@ Handling shared resources
o WCET estimation for hardware-assisted DFI
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Appendix - ILP for Tag Representation

Y ey =Card(V)-1

t,t'eV

Vte V,entryr= Y ey
t'eT\{t}

VteV, exity = Z €t,t/
t'e T\{t}

Vte T,entry; =1

Vte T,exit; =1

vt,t'e V,(Ry+1)—Card(T)-(1-evt) <Rt

vt t'e V,Re<(Ry+1)+ Card(T)-(1-ey,)
entrystart = 0, €xiteng = 0, Rstart =0, Reng = Card(V) -1
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Appendix - ILP for Interval Order

Vtes, @, = ) (ery @)
t'eT

VtE V,A;:t = Z et,t’

t'es
vt,t'es,Aj, = (Re<Rv)-Aj +(Rey <Re)- 1],
Vi, t' €5, A1 = (Qpe <P@pe) - (@fe = Pppr) + (Ppe < Pper) - (e — D)
Vit t'€s, AL, = (R <@ ,) (O, ~@ppr) + (O, <Py pr) - (g0 — @] ,)
Vt,t' €5, ) p=(Re < Re) -A,ft-A,ft,t, +(Ry < Re)-Af,.-AT

It It t
Vt, t, €5, A/,t,t’ <= T/’tyt/ + (1 — A?:t,t/) -M

! +
Vt, t e S[, Al,t,t’ >= Fl,t,t’ + (1 - Al,t,t’)
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RT-DFI - Experimental time execution

Process part

Runtime (in avg.)

WCET Estimation 66%
Compilation 29%
ILP Solver < 40s (all)
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Appendix - Program Instrumentation

Store

Load

check_sandbox (&p)
tmp = kernel (&p)

store 1,
store ri,

tmp
&p

tmp = kernel (&p)
load tag, tmp
check_tag(tag,{1,3})
load rl1l, &p
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Appendix - Program

Store

Instrumentation

Load

check_sandbox (&p)
tmp = kernel (&p)
store 1, tmp
store rl, &p

tmp = kernel (&p)
load tag, tmp
check_tag(tag,{1,3})
load rl1l, &p

check__sandbox

Ensure the store does not target RDT
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Appendix - Program Instrumentation

Store

Load

check_sandbox (&p)
tmp = kernel (&p)
store 1, tmp
store rl, &p

tmp = kernel (&p)

load tag,

tmp

check_tag(tag,{1,3})

load ri,

&p

check__sandbox

Ensure the store does not target RDT

kernel : Compute the address of the tag in the RDT
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Appendix - Program Instrumentation

Store

Load

check_sandbox (&p)
tmp = kernel (&p)
store 1, tmp
store rl, &p

tmp = kernel (&p)
load tag, tmp
check_tag(tag,{1,3})
load rl1l, &p

check__sandbox
kernel

Ensure the store does not target RDT
Compute the address of the tag in the RDT

check_tag : Verifies that the loaded tag belongs to the

valid tag set
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DFI - Overhead partitioning

pseudo-instructions

store_tag -

{1

load_tag- X m—
check_sandbox - *I:I:Ii X

store_kernel -

load_kernel -

check_tag -

1]

XX —D:I— XX X X

[D X X

25

50
overhead percent (%)

75 100
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