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Context

Hash functions are one of the main primitives of symmetric cryptography. They have
many applications, like e.g. verifying the integrity of digital documents, or being used
to derive authentication codes, etc. The security of a hash function is mainly analysed
thanks to two notions: its collision resistance, and its preimage resistance. The first no-
tion is linked to the hardness of finding two messages m and m* such that for the function
H being considered, we have H(m) = H(m™). The second notion consists in the hardness
of finding a message m such that H(m) = ¢, for a given, predefined target ¢. For a function
with n-bit outputs, the complexity of generic attacks for finding collisions or preimages
is respectively ~ 22 and ~ 2" calls to H.

Research in better-than-generic collision attacks for hash functions has strongly been
influenced from 2005 onwards by the results of Wang & al. on the cryptanalysis of func-
tions of the MD4 family (cf. e.g. [WLF*05, WYO05, WYYO05]). The first attacks from Wang
have been well studied since, and they were improved in several occasions. Collisions for
older members of this family can now be computed extremely fast (with for instance a
cost equivalent to two calls to the function for MD4 [SWOKO7]).

A major progress on preimage attacks for the same MD4 family dates back to 2008, with
Leurent’s attack on MD4 [Leu08]. Many improvements in this domain were later made by
Aoki & Sasaki, who progressively developed advanced meet-in-the-middle techniques to
analyse various members of the family (cf. e.g. [AS09,/SAQ09]). More recently, Knellwolf &
Khovratovich introduced a new differential formalisation of the techniques from Aoki &
Sasaki, which allowed them to sensibly improve the best attacks on SHA-1 [KK12]. All of
these attacks still have a much higher complexity than collision attacks, and many func-
tions like SHA-1 are still attacked only for reduced versions. As an example, the best attack
on MD4 has complexity 2’84 [GLRW10] (but if no expensive precomputation is allowed, it
is another attack in 2% which is the best [ZL12]).
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Purpose of the internship

This internship consists in studying the framework of Knellwolf & Khovratovich and to
apply it to MD4.

The compression functions /s of SHA-1 and MD4 are both built around a block cipher
in Davies-Mayer mode, i.e. h(iv,m) = f(m,iv) + iv. It is therefore possible to view the
problem of finding a preimage ¢ as the one of finding a key m for the cipher f such that
f(m, p) = c, for a fixed pair (p, c¢) (with typically p = ivand c = ¢ —iv).

The framework of Knellwolf & Khovratovich consists in a differential view of the meet-
in-the-middle attacks. First a decomposition of f in two sub-ciphers f; & f> is found, such
that f = f>o f], then one searches for mutually independent related-key differential paths

for f; and f>~!. More precisely, if we make use of the notation (a, ) %» Y to mean that
(Pr) [f(x ea,yef)=[f(xye y] = p (where & is the bitwise exclusive OR), what we are
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searching for are paths (61, 0) % A7 and (65,0) 27> A, with p; and p; not too small, such
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that the set of all §, is disjoint from the set of all §,. Once we are equipped with such
paths, it is possible to speed up the preimage search by testing all candidate messages of
the form med,88,, i.e. 224 messages (where d is the number of differences 6, & §,) at the
cost of only 29 calls to f; and f> (this is actually only true if p; and p, are both 1. We refer
to [KK12] for a more detailed description). The main interest of this approach is that it
makes the formalisation of advanced techniques relatively easy. Such techniques include
for instance the use of truncated differential paths, of a splice & cut decomposition of f,
and of small bicliques.

The goal of this internship, then, consists in applying this framework to MD4. The
relative simplicity of this function should lead to efficient attacks (basic attacks will be
studied for a start, with the integration of advanced techniques being an interesting sub-
goal), which should be useful in evaluating the relevance of the framework for functions
other than SHA-1. A major motivation is also to find out if the current best attacks on MD4
can be improved thanks to these techniques.

Skills

Ideally, a candidate should have a good knowledge of symmetric cryptanalysis (including
in particular some acquaintance with differential and meet-in-the-middle attacks), and
good programming skills in C.
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