~.Sif

research
master’s degree
in.compuler science

MASTER RESEARCH INTERNSHIP

INSTITUT NATIONAL

% Ypiversivs - -G i €9 acir ENSSAT s

rennes

école
normale
supérieure

RENNES T e
CentraleSupélec LANNION

BIBLIOGRAPHIC REPORT

Dolev-Yao-Model-Guided Fuzzing of E-Voting Protocols

Domain: Cryptography and Security

Supervisor:
Author: Lucca HIRSCHI
Benjamin VOISIN Alexandre DEBANT

PESTO - Loria/Inria




Abstract

Electronic-voting is the process of using online devices such as computer
or smartphone to participate in an election. Despite being critical software,
electronic-voting systems have been found to contain usable vulnerabilities. To-
day, many tools exist to mathematically model a voting protocol, and to use this
models to prove some security properties. However, the mathematical proofs can-
not say anything about the software implementations of the existing protocols,
and there might be an important gap between what the protocol is supposed to
do, and the comportment of the underlying software.

Software testing methods exists, but they rarely exploit the specific aspects
of an e-voting protocol, and the specific needs in terms of security. Dolev-Yao-
Model-Guided fuzzing is an approach to use the mathematical models used for
formal proofs to provides better testing for protocol implementations. However,
DY-fuzzing has yet to be used for e-voting protocol, as they raise many more
challenges than the protocols previously fuzzed.
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1 Introduction

Electronic-voting is a more and more widely used tool. It gives the possibility to make
large-scale election for a fraction the cost, to expand accessibility by giving people the ability
to vote from home. Many elections today use e-voting, even for important political election. It
is used for political elections in Estonia [17], Switzerland [13] and France [15].

However, the security of such systems is not straightforward. In the past, some actually
used have been shown to be broken ([15, 9])

This bibliographic report aims to present how e-voting protocols are secured today. First,
by describing in Eection )i e-voting protocols and what are the desired properties for a secure
e-voting protocol. Then, in Eection j how to formally describe a protocol and its security
properties to make sure that it is safe to use.

Secondly, we discuss securing the actual implementation of a cryptographic protocol, by
discussing the fuzzing method in Section 4, and then expanding this technique to Dolev- Yao-

Model-Guided fuzzing (DY-fuzzing) in Section 5, a technique combining the formal framework
from with the fuzzing approach from Eection é_ll in order to obtain better results

specifically for security protocols.
Finally, in , we discuss the main goal of this internship and why it is not straight-
forward : Making DY-fuzzing work with electronic-voting.

Electronic-voting is the process of setting an election where voters can cast their vote from
their own device connected to the internet, like a computer or a smartphone. In this report we
do not look at the use of voting machines used to assist physical voting. The use of electronic
voting makes large-scale attacks possible much more easily than with physical voting. So, to
achieve similar level of security, electronic-voting systems must be properly secured and verified.

Formal verification is the process of modelling a protocol in a formal framework, and using
this to mathematically prove security properties. This can be done by hand, or with proving
assistants like [6, 19, 2, b]. This is done very often for electronic systems, either by the designer
to prove that it is indeed secure, or by academics to find protocol vulnerabilities before they
can be used. However, formal verification only tackles the protocol part, and is completely
independent of the actual software. This means that even formally proved protocol can still
host critical vulnerabilities in software bugs.

Fuzzing is a method for finding such implementation bugs. The core idea is to repeatedly
runs the program that needs to be tested against varying inpt. By running it like that millions
of times, possible bugs are found faster. Of course, this does not provide any guarantee and
cannot find every bug of a software, but the fuzzing approach has proven to be very effective
and is an automated step for most major and security-critical software programs.

DY-fuzzig is an attempt to improves fuzzing in the context of cryptographic protocols. It
uses the methods for formal verification in order to produce more complex fuzzing inputs than
random bytestrings. This allows DY-fuzzing to reach deeper states of the tested software and
to find logical, protocol-related vulnerabilities instead of just crashes and memory bugs.
However, DY-fuzzing has currently only used for simple client-server protocol like TLS or
SSH. E-voting protocols are much more complex in the number of parties involved, in the
security properties that need to be verified. Additionally, e-voting protocols have varying trust
models, meaning that the protocol must be able to run properly even if, for example, a voting
server is malicious. This kind of inside attack is not yet possible to express in DY-fuzzing.



2 Electronic voting

E-voting is an increasingly used tool to improve the accessibility of elections and reduce their
costs. However, the organization of such elections can be of critical importance and subject to
bad actor willing to change the result. This makes e-voting software tools that need to be
strongly secured and resilient against bad actors.

Some countries have legal requirements for e-voting systems ([8] in France or [[7] in Switzer-
land). These requirements need to be both properly defined and check before using any e-voting
system.

This section explains the different properties that are needed in a secure e-voting protocol,
with the secrecy in and verifiability in , and finally describes the working

of the deployed and used SwissPost irotocol in . The formalization of the properties

discussed here are detailed in Section 3.2.

A voting system typically has 4 agents that needs to be taken into consideration : the voters,
the voting server, the decryption authorities, and eventual auditors. The voting server host the
election and receives the votes cast by voters. The decryption authorities perform the final tally
with the data from the voting server. And finally auditors watch the going of the election to
try to detect malicious activities. Of course, in addition to that, we need to take into account
possible attacker, malicious actors that will try to break the system.

2.1 Vote secrecy

The first important property of e-voting is vote secrecy. It must be impossible to know
which vote was cast by someone.

In physical voting, this property is achieved thanks to two mechanisms : votes are secretly
put in an envelope, and once inside the ballot box, the envelopes are mixed before the tally
to make it completely impossible to link a ballot to one voter. These two mechanisms have
equivalents in e-voting (encryption of ballots and the use of mixing networks [21, Section 4.5],
and the use of homomorphic encryption to avoid having to decipher individual ballots).

The secrecy of the vote is not only necessary to protect voters from unhappy opponents, it’s
also critical to guarantee that one’s vote cannot be bought or forced with some form of coercion.
If we can learn ones vote, we can buy it, or put a gun to the voter’s head in order to force him
to vote for something. Voters might also be subject to peer-pressure, and would not be able
to freely express their true will. The inability for a voting system to support such influences is
called coercion resistance.

Between the 15 and the 17th of January 1793, the deputies of the Convention national voted
to determine the fate of king Louis XVI. It is still possible today to know who voted for what.
However, these choices revealed to be of crucial importance. In the years following, people
who did not choose to punish Louis X VI faced severe consequences [11]. A vote at some point,
even if it may seem insignificant, can be of great importance in the future if its secrecy is not
guaranteed. This is the everlasting privacy property.

Cryptographically, everlasting privacy is hard to guaranty. An encrypted ballot now might
be decrypted later. The increase of computing power, the finding of possible flaws in the
encryption scheme, and the arrival of quantum computers could all help break an encrypted
ballot.

One way to solve this issue, is to not save the voter’s identity with the ballot. Thus, even
if the ballot encryption is broken, we cannot link the vote cast to one’s identity. However, this
makes it impossible to verify that all ballots do really correspond to ballot cast by legitimate
voters (see ) A ZKP (Zero Knowledge Proof) must then be used to have both

property at the same time, as done in [14].



2.2 Verifiability

Another crucial aspect for e-voting is Verifiability. A voter, or anyone auditing an election
should be able to check some properties about the voting process. There are multiple verifiability
properties that can be wanted in an e-voting protocol, each providing a certain level of confidence
over the ongoing election.

Verifiability properties can be split in 4 categories :

o Cast-as-Intended

o Recorded-as-Cast

e Universal verifiability
« Eligibility

The first two concern one voter that want to checks that his ballot is properly accounted,
whereas the other twos concerns auditors who want to checks that there was no mangling in
the voting process (of course any voters might want to audit the process of the election).

The combination of all these properties result in an end-to-end verifiable voting protocol,
meaning that between the intention of the voters and the results, there has been no modification
from the servers, the authorities detaining decryption keys, or any entity lawfully or not part
of the voting system.

With every verifiability property comes accountability, mainly, if a verification fails, whose
fault it is 7 This means that in addition to verification, e-voting protocol must incorporate
accountability elements, and plan beforehand for dispute resolution.

Recorded-as-Cast is from the individual view of one voter. The voter must be able to check
that his ballot is correctly registered in the ballot box. In e-voting, this often mean that an
action must be executed after the vote is cast, as the distance between the voter and the server
collecting the votes makes it impossible a priori to be certain that a ballot sent will be registered
and still be present at the end of the election.

Cast-As-Intended is linked to individual verifiability, and is also done individually by the
voter, but here he wants to checks that his vote present in the ballot box contains his real vote.
It aims to protect against a possible malware on the voting device that would modify the ballot
before it reaches the ballot box.

This is one of the most difficult properties to guarantee for a voting system, especially while
preserving coercion resistance. Intuitively, it seems that if you can prove what you voted for,
then your vote can be bought or forced upon you. One way to circumvent this is not to try
to prove what is inside the actual vote, but to check the device casting the vote cannot modify
the vote without the voter noticing.

Multiple propositions exist to provide Cast-as-Intended. The Estonian protocol [17] and
[22] make use of a second device to check that the encrypted ballot is correct, by giving the
randomness used for the encryption. The Benaloh challenge [4] is similar, but the voter choose
if the vote is a real vote, or an audit, before the vote, so that the audited ballots are not the
same as the real ones. The SwissPost protocol [13] (see ) uses return codes sent by
postal mail, ones for each possible choice. Once the vote is cast, the voting device shows the
corresponding code, and the voter can check that it’s the same as the one received via postal
mail.



Universal verifiability is about the next phase of the election, when the results are com-
puted. Anyone must be able to check that the result really is the sum of all the votes that are
present in the ballot box. This often involves a mathematical proof that the result is really the
sum of all the ballot present in the ballot box.

Eligibility is intended to protect against the addition of unlawful ballots, for example from
the voting server. Anyone auditing the election must be able to check that each of the ballots
present in the ballot box is associated to a legitimate and eligible voter.

To be able to check the eligibility of a ballot, one can publish a public list of credentials with
associated private keys. Each voter receives a private key to sign the cast ballots, as done in
Belenios [[12]. However, in this configuration, one party may know the link between the public
credentials and the real identity of the voters. It is possible to use ZKP to solve this issue, by
making transferable and anonymous proof of legitimacy, as in [14].

End-to-End Verifiability If any voter can verify that the ballot they cast contains their
original voting intention (Cast-as-Intended), that this ballot is properly recorded by the ballot
box (Recorded-as-Cast), and that any other votes in the ballot box are from legitimate voters
(Eligibility) and properly accounted in the tally (Universal verifiability), then you have a proper
End-to-end verifiable voting protocol.

2.3 SwissPost

In this section, we will discuss in more details the SwissPost protocol. Because it is one
of the few actually open-source and used in political elections, it is a good candidate for our
fuzzing tests.

SwissPost is a protocol developed by the SwissPost company (the postal company of
Switzerland) to serve for political elections in Switzerland. It was introduced in 2023 for polit-
ical voting in the Swiss cantons. One very interesting element of SwissPost, is that its security
properties are written into the Swiss law, and the Swiss law enforce the Cast-as-Intended prop-
erty.

This means that even if the voting device is corrupted, the voter should be able to detect if
their vote has been modified. This is achieved with Return Codes, sent to each voter via postal
mail. An example of a voting car can be found in , it contains all the information
necessary to carry the vote :

e The Login code, to authenticate and cast the vote.
e The Return codes that the voter need to check against what is shown by the voting device.
e The Approve code, that the voter enters only if the Return code matches.

e The Finalization code that is shown to the voter at the end of the voting phase to prove
that the ballot has been registered.

The flow of the vote is shown in . The C'C; at the right of the figure are the Control
Components. In practice, there are 4 of them so they can perform secret sharing : they each
have partial codes for the Return and Finalization codes, that are xored by the voting device.
This means that if at least one of them is honest, then the other Control Components cannot
learn the actual return code and so break the privacy of the vote.
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Figure 2: Voter’s view of the voting
Figure 1: A Voting Card received by a phase. Step 1: authentication and
Swiss voter (from [13]) candidate selection; Step 2: check va-
lidity and confirmation; Step 3: final
check. (from [13])

The final part of the SwissPost voting protocol is the Setup Component. It’s this part of
the protocol that is responsible for generating the voting material, giving it to SwissPost (the
postal company), and giving the partial codes to the Control Components. In the version that
we intend to fuzz, this component needs to be trustworthy, and thus is a critical part of the
system. Efforts have been made in [13] to strengthen the threat model, of the setup component,
but is not yet implemented in code that can be tested.

In the past, vulnerabilities have been found on the SwissPost protocol [9] and its predecessor
CHVote [10], and SwissPost itself is requesting for researcher to try to find bugs both in the
protocol and in its implementation, as it started a bug-bounty program [23].

3 Formal proof of security

Once we know what properties we want our voting protocol to achieve, it is of paramount
importance to ensure that it really satisfy the properties we want.

One way to achieve that is with formal proofs, namely mathematical proofs that guarantee
the properties of our voting protocol. For example, we might prove that the individual verifica-
tion always implies that the vote is properly cast to the ballot box. It is also possible to prove
that it’s impossible to know what someone decided to vote.

Such proofs often consists of modeling an attacker, what capabilities it has, and then proving
that with these capabilities it’s impossible to break the security properties.

3.1 The Dolev-Yao model

There exist many ways of modelling a protocol. One solution is symbolic models, firstly in-
troduced by Dolev and Yao [16]. The idea is to use first-order terms to represent cryptographic
message, and an equational theory to represents what is possible to do with the different cryp-
tographic functions. This is called the symbolic model.

In this model, messages are described using a term algebra. We define a set of function
symbols with their arity that are needed to model the protocol (e.g., aenc/2,sdec/2), and, to
give a semantics to the function symbols, an equational theory over the function symbols. For
example, if our protocol needs symmetric encryption, we would need the functions senc/2 and
sdec/2, and the equation sdec(senc(z, key), key) = x, meaning that the symmetric decryption
with key of x encrypted with key gives back x.

In this model, a protocol is made of multiple process, algorithm of the protocol that will
interact over one or multiple channels. A process is simply a succession of in and out, it can
listen to messages over the network (in) and emits messages on the network (out), with the



addition of some conditional logic, and the ability to apply function symbols to the received
terms.

For example, the process in(c,x); out(c, aenc(x, pk(y))). is a process that listen for
a message, and then outputs the same message, encrypted with the public key of y. Here, c is a
channel, a place where message can be sent. In some protocols it can be useful to have multiple
channels for different messages.

The presence of this process means that, in addition to the equational theory of the function
symbols for the protocol, an attacker sends a message to the process, and get back the message
encrypted with the public key of y.

An important part of the DY-model is the power of the attacker. It is assumed that the
attacker has complete control over every channel. This means that it can intercept, modify,
delete and add new messages. When proving things within this model, we check what terms
are derivable from the initial knowledge of the attacker, the equational theory, and the different
process running. For example, the last process, if repeated, means that for every term x that
the attacker knows, it can deduce the term aenc(z, pk(y)).

A trace is a sequence of action, inputs or outputs, and their contents. It corresponds to
one execution of the protocol. It incorporates both actions from honest players and the actions
done by the attacker.

It is important to note that the symbolic model is not perfect, and things proven in the sym-
bolic model might still have vulnerabilities. In the symbolic model, we model the computation
that an attacker can do, whereas the cryptographic primitives state what problem is difficult
for an attacker (meaning impossible to solve in polynomial time).

To solve this, some work has been done to develop the computational model, where the
attacker is a polynomial time Turing machine. See for example Squirrel [2] and Cryptoverif [5],
but due to the added complexity of the model, proofs in the computational model often targets
smaller parts of a protocol, and cannot be automated as easily as with the symbolic model.

3.2 Properties of security

We now need to express the security properties that we want to prove for our protocol. In
the DY-model, there are two main types of security properties : trace-based properties, that
indicates that nothing bad happened, and equivalence-based properties, that establish that an
attacker is not able to distinguish between two different scenarios.

For stating trace-based properties, we need to add information within the process, named
events. An event can record the value of a term at a specific moment of the process. For
example, to represent the correct end of a verification process for a given voter and vote cast,
we can put an event HappyVoter(id,vote) at the end of the process.

With an event on the voting-server process, BallotRegistred(ballot) after receiving and
registering a ballot, we can write the property :

event (HappyVoter(id, vote)) =>
BallotRegistred(ballot) & ballot = aenc(pk, vote, random)

This property means that, every time a voter terminates the verification process, a ballot has
already been registered in the ballot box, and this ballot corresponds to what the voter cast.
This provides both the Cast-as-Intended and Recorded-as-Cast properties.

This works well for verifiability properties, but is not usable for properties like vote secrecy.
These properties involve more complex proofs with equivalence properties. For vote secrecy, an
equivalence property would state that given two scenarios, one where Alice votes 0, and one
where Alice votes 1, an attacker should not be able to distinguish them. If a vote happens,



the attacker is unable to know if the vote is from the first or the second scenario. This kind of
property can also be expressed in tools like Proverif to get formal proofs.

3.3 Limitations

Formal proof of the protocol is in itself absolutely useless if the software executing it has
vulnerabilities. This includes checks done by the voting server to make sure that ballots are
well-formed, or issues in the decrypting software that might make it possible to decrypt specific
ballots without the consent of every authority.

It is very difficult to make sure that a software implementation correctly matches the formally
verified protocol. And even if the logic of the implementation is correct, classical bugs like buffer
overflow or use-after-free can still be decremental to the software security, allowing malicious
actors to exploit the protocol.

Another important point with such formal proof are the security assumptions of the cryp-
tography used. In the symbolic model these assumptions are written in the equational theory :
The only way to derives the content of an encrypted message is to know the encryption key. But
crypto-systems never have such clear-cut security properties, they can be subject for example
to padding attack ([B]), or weaken the security of ciphertext if the same message is encrypted
multiple times with the same key. These subtleties are not taken into consideration, and one
must be careful when choosing the underlying cryptographic primitives for a protocol, even
when proved in Proverif.

4 Fuzzing

Many tools and methods exists to test actual software implementation of a protocol. It
ranges from simple unit-testing, to fully integrated End-to-End test, including audits and
fuzzing, the subject of this section. While writing tests mostly detects expected bugs, the
fuzzing approach tries to find bugs by brute-forcing unexpected comportments from the pro-
gram under test (PUT).

Simply put, fuzzing is the process of repeatedly running the PUT with generated inputs
in order to find bugs [18]. Fuzzers originally were made to find crash case, i.e., inputs that
would make the PUT crash (as in [20]), but over the years many other bugs conditions were
implemented in fuzzers.

4.1 Principle

The general working of a fuzzer is shown in the . It consists of two parts, a first
preprocess and the main while loop that does many fuzz runs.

The algorithm takes as input a set of parameters, and a timeout (¢;,,:), and outputs a set
of possible bugs. A fuzzer also needs an internal bug oracle (Op,g), that determines if a given
execution contains a bug or not. This oracle could be the address sanitizer for example, which
would mark execution as buggy if there are memory leaks, out of range access or use-after-free.

Preprocess The preprocess is the first step of the fuzzer. It takes the given parameters and
makes a new set for the rest of the execution. For example, it might change the PUT to add
information to the operations, or change the input seed.

Continue The Continue function can make the fuzzer terminates before the timeout happens.
While most fuzzers continues the execution until the timeout to find as many bugs possible,



input : C, ¢
output: B, a set of possible bugs
1 B« 0;
2 C < Preprocess(C);
3 while t¢qpseqd < tiimit/A Continue (C) do
4 conf <— Schedule(C, toupsed; tiimit);
5 test_cases + InputGen(conf);
6 B', execinfos < InputEval(conf, test_cases, Op,q);
7 C « ConfUpdate(C, conf, execinfos);
8 | B« BUB:
9 end
10 return(B);

Algorithm 1: General Fuzzing algorithm (from [1§])

some white-box fuzzers (see ) can terminate early if they are certain every possible
value has been tested.

Schedule The Schedule function take the current set of parameters and extract one config-
uration for the fuzz iteration.

InputGen The InputGen function takes the fuzz configuration and returns the test cases that
needs to be run.

InputEval The InputEval function runs the test cases with the set of parameters against
the bug oracle. This has two important outputs :

e The set of bugs found with the execution of the test cases according to the bug oracle.

e Information about the executions. This can include code coverage, lines where the bugs
are found, execution traces.

ConfUpdate Finally, the configuration is updated according to the new information from
the executions.

This general algorithm can describe every fuzzers, but of course, there are many variations
in the working and goals of fuzzerss.

4.2 The diversity in fuzzers

While fuzzers share the same framework, they can vastly differ in the specifics and in their
goals. The firsts fuzzers made were offensive meaning they were made to find vulnerabilities
(manly memory-based vulnerabilities) on already available binaries. Thus, this kind of fuzzer
were Black-Bozx fuzzers, meaning that they did not have access to source code, just the binary
that needed to be tested.

In reaction to the development of offensive fuzzers, software engineers started to fuzz their
own software to find vulnerabilities before malicious actors. This made it possible to have
White-Box fuzzers, in which, in addition to the comportment of the PUT, the fuzzer can get a
lot more information with access to the source code, like code-coverage. White-Box fuzzing also
means that it is possible to instrument the program at compile-time (with Asan for example)



instead of relying on dynamic instrumentation (with Valgrind for example), possibly improving
performances and the quality of results.

In between white-box and black-box fuzzers is the category of Grey-Box fuzzer, containing
any fuzzers that is not clearly either black or white-box. This includes fuzzers that don’t have
source-code but debug information in the binary, or fuzzers that exploit the underlying protocol
executed by a software without knowing the actual source-code.

Finally, fuzzers differs in their scope, i.e., what they are fuzzing and what they are trying to
find. A fuzzer made for Kernel module will be different from a fuzzer made for network-related
software. Some fuzzers are exhaustive and prove results when they terminate, while other (most
of them) just run for as long as possible and report all the bugs found, without providing any
proof of security. This has a great incidence in the Bug Oracle. For a Kernel module, any
memory issue is considered a bug, but for a network software things like authorization bypass
must be considered.

5 Dolev-Yao-Model-Guided Fuzzing

Classical fuzzing tools can find issues in protocol implementation such as use-after-free bugs,
but due to the nature of the mutation and of their bug oracle, they would not find logical attacks.
To solve this, puffin[l] combines classical fuzzing methods with the DY model presented in
in order to both generate complex DY-trace that might trigger protocol violation,
and a bug oracle able to detect violation of properties (as in ) at the logical DY level.

This means that puffin will try to execute many protocols run on the PUT, and checks that
the security claims still holds, and then apply mutation directly to the protocol trace, generating
new inputs such as “change encryption key from z to y in this message”, or “re-send the last
message”.

5.1 Principle

Puffin follows the general working of any fuzzer as described in , but has some
additional components in order to bridge the gap between the DY representations and the actual
software programs that need to be tested. This is done with the Mapper, that maps abstract
DY function to actual bitstring operations, and the Harness, that sends the correct inputs to
the correct agents, and then inspect the internal state of the PUT to challenge the security
claims.

Harness
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Figure 3: General architecture for Dolev-Yao-Model-Guided Fuzzing
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The general working scheme of puffin is shown in , where we find the same main
stages of any fuzzer. However, a very important point is that, except in the "Harness” part
(in red), puffin works with DY-trace (see ) It is only at the last moment that
the function symbols are interpreted against the cryptographic implementation of the fuzzed
protocol.

This interpretation is done by the Mapper. The mapper takes as input a DY-term and output
the corresponding bitstring that can be sent to the PUT. This part is protocol-dependent, but
PUT-independent. Two implementation of the same protocol must use the same cryptography.

The part that calls the mapper is the Harness, and it is explained in more details in the
next section.

The last specific part of the puffin fuzzer is about how cases are mutated. As puffin gets to
work directly with DY traces, the mutations are directly done on them. The shows the
different mutations that can be applied on a DY trace.

Mutation Description
Skip Removes an action from a trace
Repeat Repeats an action from the trace to the trace
Swap Swaps two (sub-)terms in the trace
Generate Replace a term by a random one
Replace-Match Swaps two operators in the trace
Replace-Reuse  Replace a (sub-)term by another (sub-)term in the trace
Remove-and-Lift Replaces a (sub-)term by one of its (sub-)term.

Table 1: Mutation for DY-fuzzing (from [1])

5.2 Harness

The Harness is the PUT-specific part of the puffin fuzzer. The Harness has two jobs in a
fuzzing campaign : Sending the correct inputs to the correct agents, and getting results from
the execution of said agents.

As an input, the Harness takes a DY-trace. The first thing done is to spawn one agent of
the PUT per channel in the DY-trace. This allows to simulate things like an Adversary-in-the-
middle attack between a client agent and a server agent. The Harness then sends, in the correct
order, the respective terms to the agents corresponding to the channel. The terms pass through
the mapper in order to give bitstrings to the PUTs.

The second job of the Harness is to interpret what is happening and adding it to the
states. This is the Observer part of the Harness, that performs Claim extraction (claims as in
. This part is very PUT-dependent, as it basically needs to know if some functions
are called, and with which arguments. On most PUT, this data is exposed via logs or callbacks.

Once the claims are extracted, the Harness gives it to the Objective Oracle that determines
if the given trace has violated a security property.

5.3 Results

Dolev-Yao-Model-Guided fuzzing has already been used to find vulnerabilities in protocol
implementation. This has been done for TLS with #spuffin in [1], and found new CVE on
wolfSSL despite being software already under massive fuzzing campaigns.
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The results on TLS proved that DY-fuzzing can find new protocol and memory related bugs
in a protocol implementation. The approach using DY-traces allows to reach states that would
otherwise be impossible with classical fuzzing, and can detect protocol based bugs.

However, at this time, DY-fuzzing has only been applied to simple client-server protocols.
The work needed to be done to use this approach for more complex protocols (i.e., e-voting
protocols) is described in the .

6 Using DY-Fuzzing on e-voting protocol

While DY-fuzzing has been proved to be effective for simple client-server protocol, it is not
yet possible to just use this framework for the fuzzing of e-voting protocols.

First, e-voting protocols often involves multiples parties intercommunicating with each-
other, making the fuzzing of the protocol as a whole much more difficult. Some security prop-
erties might be broken only when a big amount of legitimate voters do some specific actions,
and current DY-fuzzing cannot find such attacks.

This comes from a bigger issue of representing the trust models in DY-fuzzing. A voting
protocol is not only secure against an external attacker that intercept and modify messages. It
must be secure against the possibility of some participants of the system being malicious. The
administrator running the voting server might want to change the content of the ballot box,
and he has a lot more power to do such than an external attacker. E-voting protocols clearly
states their threat-model when discussing security, what component can be malicious and what
are the consequences for the security properties.

And even in such scenarios, the accountability and recoverability of the voting system are
very important factors. If a malicious internal actor of the voting system tries to break it, it
could want to do so in an unaccountable way, meaning that it will not be possible to know
that the fault came from this component. This also includes Honest-but-Curious component,
that executes the election properly, while trying to learn as much as possible about what is
happening.

In addition to that, as of now, DY-fuzzing can only detect trace-based property violation.
This means that properties about vote secrecy cannot be captured by a fuzzing campaign. This
is critical blind spot for e-voting, especially as implementation can leak and log several more
metadata than what is necessary for the protocol, creating possibility for privacy leaks.
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