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Abstract—In this report, we present an analysis of the
coefficients of the polynomials produced in the polynomial
selection phase of the Number Field Sieve algorithm. Our
work focused especially on the collisions used to produce
the polynomials, as well as on the size of the coefficients
of resulting polynomials.

Index Terms—RSA, NFS, polynomial selection, cado-nfs

I. INTRODUCTION

The RSA cryptosystem relies on the difficulty to factor
a product of two big primes, and the size of the keys
must change to adapt to current and future progress
on this problem. Since 2020, the state of the art has
been the factorization of a 250 digits RSA key [1],
using the current best known algorithm for large integer
factorization: the Number Field Sieve.

However, the computational resources used at an aca-
demic level in this record, although very significant, are
far inferior to those that a state adversary could mobilize.
As a consequence, in order to figure out the real difficulty
of integer factorisation, one area of work is to simulate
as accurately as possible the Number Field Sieve to have
a precise estimation of time needed to factor integers.

The first step to model is the polynomial selection
(detailed in Section [[TI), as the quality of the polynomial
pair used in the algorithm greatly impacts the time spent
in the next steps.

One way to study the produced polynomials is to
consider the whole polynomial selection as a black box,
and look at the output. This has already been done in
[2], focusing especially on the logarithmic L?-norm, and
the murphy-E score, two indicators of the quality of the
produced polynomials.

During this internship, we used a different approach,
consisting in studying every step of the algorithm one
by one, in order to figure out what is happening. Our
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main contributions are the prediction of the distribution
of values we found in collisions (used to produce poly-
nomials), as well as an analysis of the coefficients of the
polynomials. This work also led to the discovery of a
bug in cado-nfs [3].

In Section we will briefly introduce the Number
Field Sieve. Then, we will present the method currently
used to find polynomial pairs in Section Sections
and [V] present our estimates of collected collisions.
Finally, Section analyzes the size of the coefficients
of produced polynomials.

II. THE NUMBER FIELD SIEVE

The Number Field Sieve (NFS) is an algorithmic
framework, that can be used to solve the problem of
Integer Factorization: given N a composite integer, find
a non-trivial factorization of N. This algorithm is de-
scribed in [4].

There are several parts in NFS, as schematized in
Figure [I] presented in [I]]
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Fig. 1: Main steps of NFS
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In the first step, the polynomial selection, we look
for two irreducible polynomials fy and f; in Z[z],
with a common root m modulo N. These polynomials
define two algebraic number fields Ky = Q(ap) and
K; = Q(aq), where f;(c;) = 0. This determines the
mathematical setup of NFS, presented in Figure [2| (cf
(1.
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Fig. 2: The mathematical setup for NFS

These polynomials are then used to collect relations
of the following form:

We look for coprime pairs (a,b) € Z? such that both
values f;(%)b9°8 /i (= Res(a — bz, f;)) for i = 1,2 are
smooth W1th respect to a certain bound B (i.e., can be
written as a product of primes lower than B). This allows
to find a decompositions of a — ba; in “small factors” in
Q[a;], which then gives us two different decomposition
of a—bm modulo N (we deliberately omit some number
theoretic fine points).

By combining many of these relations, we can con-
struct a congruence of squares: z2> = y> mod N, with
x # y. This gives us the relation (z + y)(xz —y) = 0
mod N, meaning that either (x+y) or (z —y) is a zero
divisor. Since N = pq with p, ¢ two prime numbers,
the only zero divisors modulo N are multiples of p and
multiples g. By computing the greatest common divisor
(ged) of N and (z —y) or (x +y), we can find a factor
of N, and deduce its factorization (with probability at
least 1)

Parameters of this algorithm—e.g., the degree of the
polynomials—are chosen according to asymptotic con-
siderations, and enable the following sub-exponential
time and space complexity:

N(1/37 (64/9)1/3)1+o(1)

exp((64/9)"/ (log N)/*(log log N)*/*(1 + o(1)))

III. POLYNOMIAL SELECTION

During this internship, we focused on the polynomial
selection process, especially on the implementation in
cado-nfs [3]], used in the lastest factorization records [[1]].

There are several methods to find polynomials with
a common root modulo N, with coefficients sufficiently
small. All competitive methods require one of the poly-
nomials to have degree 1.

A. Base-m method

The textbook approach consists in choosing a degree d
for a polynomial, choosing m close to N/, fo = z—m,
and f; = Z?:o a;x?, where Z?:o ajm’ is the base-m
expansion of N, i.e., fi(m) = N. This way, we have
indeed fy and f; with a common root m modulo N.

B. Base (¢,m) method

Instead of using a monic polynomial fy = x —m, we
can use a non monic polynomial: fo = ¢x — m. This
idea was introduced in 2005 by Kleinjung in [3].

With fi(z) = Z?:o ajx’, we want Res(fo, f1)
ie. N =39 a;mittd = rdf(m/t).

Kleinjung’s lemma 2.1 [5] works as follows (Algo-
rithm [I):

:N’

Algorithm 1 Kleinjung’s lemma 2.1

Input: N, ag, m, ¢ such that N = agm® mod ¢

Output: ag, ...,aq_; such that N = Z?:o ajmi¢d=7
rq < N
for j=d—1,...,0do

7 (rje1 — ajam?th) /e

a; < rj/m? 4+ 6; with 0 < §; < ¢, such that
rj = ajmj mod /¢
end for

Algorithm (1) takes a4 as a parameter: we must choose
a leading coefficient for the polynomial. We can also
provide more than one of the leading coefficients, as
long as the invariant N = agm? + aqg_im® " 4+ - +
ag—;m*7¢7 mod ¢+ holds.

Note: In cado-nfs, we choose —(/2 < §; < (/2
instead of 0 < d; < /L.

C. Finding exceptionally good ¢ and m values

To find ¢ and m values used in Kleinjung’s lemma
2.1, the method used in cado-nfs is the one presented by
Kleinjung at the CADO workshop [6].

1) A useful tool: ag = 1,a4_1 = 0: Let us first exam-
ine how we can force Algorithm [I]to output polynomials
with two prescribed leading coefficients. This is only
possible for specific inputs, and we use the tilde notation
to reflect this particular situation.

In this first situation, we want to find fi(z) =
¢ + ag_oz®? + . + ao,fo( ) = flx — m, with
N_Res(fo,fl)( Z* o G/ L),

Write R = N2t — Zf i gd=27,




Given (N, d), we ‘want to find (¢,7) such that R is
an integer, i.e., £?|(N — m?), and ag_o small. We first
choose my = [N'/4]. We want to find 77 close to 7.

Algorithm 2 Case ag =1,a4-1 =0

Input: N,mo, P,d 3
Output: /,m such that R € Z and Algorithm |1| can be

used
1: Let P = [P, 2P] be a range of prime numbers, M =
(2P)? )
2: List pairs (p € P,i € [—~M, M]), such that p?|(N —
(1 +1)7)

3: Find collisions on ¢ (we need pairs with the same
value to have the same mg + 7)

4: Each collision (p1,1i), (p2,1) yields £ = pips,m =
moy + ¢

Algorithm provides values ¢ and m such that
(2|(N — ), and allows us to find f; thanks to a small
modification of Algorithm [I]

The analysis of the size of coefficients is done in
Section [VII

2) More general situation: In the more general situa-
tion, we want to find f;(z) = agz? + ag_ 12 +--- +
ap, fo(x) = Lz —m, with N = Res(fo, f1).

We want to achieve N = (4f;(m/l) = agm® +
ag—1m® 10+ ?R, and |ag_s| ~ —£ small.

To find values of £ and m, we reduce this problem to
the situation in [[II-C1| with the translation z +— z — %=1

dad ’

and multiplication by ddag’l:
d'af "N = (dagm + ag_10)* + *(d%af 'R~ ...)

We can then define N = ddagle , m = (dagm +
aq—1/), and use the tool in Algorithm2to find ¢, 7. With
a few operations modulo day, we can find an appropriate
aq—1 value, and then m.

Once again, an analysis of the size of produced
coefficients can be found in Section [VII

Once we have found /¢,m,aqy—1; such that
PIN — agm?® — ag_ym® 14, we apply Algorithm
to find the other coefficients.

3) Special-q: We are now focusing on the particular
situation from Subsection [[I[I-C1] as we are using it to
find polynomials.

Finding the roots of N — (179 + X)?% modulo p? for
every p € P is quite slow. In order to amortize the cost

of these computations, we can use a technique to re-use
them:

We define Q = {q1,q2,...} as a set of small primes
that we are considering, and index them by increasing
order: j1 < j2 ¢ ¢j, < gj, (in the cado-nfs program,
we use primes from 2 to 271).

e Instead of looking for ¢ = pipo, we aim for ¢ =
p1p2q, where ¢ is a product of a few small prime
numbers in 9

« Find roots of N — (1 + X)? modulo squares of
primes in Q

e Select a few of these primes, and use the Chinese
Remainder Theorem to find a root 7, modulo 7>,
where ¢ is the product of the selected primes.

This way, we have N — (17047, +i¢%)¢ = 0 mod ¢>
for any ¢ € [-M,M]. We can then proceed as seen
in Algorithm [2} except searching for pairs (p,:) where
PPN — (mig + rq +iq?)?. This yields £ = pipag, m =
1ig + 4 + iq?, with once again £2|(N — %), and we
can recover a polynomial pair as in Section

Since p? and ¢? are coprime (g is a product of small
primes, much smaller than p), 7’ is a root of N — (17 +
X)4 =0 mod p? is equivalent to (i’ —r,)/q? is a root
of N — (mg + 74+ X¢*)? = 0 mod p?, which allows
to reuse computation of roots modulo p?.

IV. COLLISIONS ON (i, p) PAIRS

The first step of the polynomial selection is to find
collisions on pairs (p,i) such that N — (g + )¢ = 0
mod p? (or N — (1o + r4 + i¢*)¢ = 0 mod p?). We
studied the distribution of the different elements we
obtained from these collisions, starting with 7 and p
values.

The figures presented in this Section were produced
using 180-digit integers, with P = 5 x 10%, and M =
(2P)? = 10™

A. 1 distribution

First, we assumed that the distribution of ¢ values
was uniform in [—M, M]. However, during testing, the
1 values we recovered from the collisions were not at all
uniform (as shown in Figure [3a)). After a thorough exam-
ination of the cado-nfs code, it appeared that the function
in charge of detecting the collisions during the special-q
portion of the polynomial selection was not doing its
job properly. The ¢ values inserted in the hash table
were about uniform, but not the values appearing in the
collisions. When replacing this quite unreadable function
with a readable (and correct !) version, we then got a
much more satisfactory ¢ distribution, matching with the



hypothesis of a uniform distribution (see Figure 3b). This
was reported and fixed in |cado-nfs bug #30089.
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Fig. 3: Histograms of ¢ values appearing in collisions

B. p distribution

We then want to estimate the probability for a given
prime number p to be selected:

Let us first assume that there is exactly one root to
the equation N — (g + X)¢ = 0 mod p? (which, in
particular, is the case whenever d is coprime to p — 1).

If ip is a root of this equation, then so is every i
congruent to iy modulo p? (since we are considering an
equation modulo p?). As a consequence, the number of
pairs (p, 1) found is the number of 7 values congruent to
ip modulo p that are in the interval [—M, M], so there
are about 2M pairs (p, 7). What's 1nterest1ng to us so far
is that it is roughly proportional to 5
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Fig. 4: Histogram of p values appearing in collisions,
and plot of fp(z)

In order to get the probability density function of
the p values, we have to multiply this probability with
the density of prime numbers around that value. We
can therefore model the p distribution by the following
probability density function

1 1
= — X —
fr(z) x?log(z) C
where C' = f = log(x da: is a normalizing factor.

When we collect the p values obtained in collisions,
we indeed find a distribution that is very close to that
estimate (see Figure [).

If we take a closer look, there isn’t always exactly
1 root to the equation N — (19 + X)¢ = 0 mod p?.
If ged(p — 1,d) = r, then this equation either has r
roots (with probability ) or none (see Appendix @
Theorem IZ”H) But on average, we do have one root per
equation, and the equations with no root or more than 1
roots are well spread, which does not impact the overall
distribution.

V. ¢ DISTRIBUTION

In this Section, we want to explain values of ¢ that
we obtained in collisions, more specifically the factors
appearing in values of g.

'ged(p, N ) = 1 because p is a prime bigger than d and than factors
of ag4, and p cannot be a factor of IV, since p < VN = order of
magnitude of factors of NV


https://gitlab.inria.fr/cado-nfs/cado-nfs/-/issues/30089

A. choice of q value

In the cado-nfs program, when the parameter ng
(which is the number of couples (74, ¢) that we want to
try) is not zero, we proceed as presented in Algorithm

Bt

Algorithm 3 Choice of g values
Input: N, 1, O
Output: a subset of 9 from which we will form ¢ values

I: Compute the roots of N — (mig + X)% modulo q]z,
for every g; € 9, skipping those dividing d or a4

2: Sort the g; values by decreasing number of roots

3: Fix k = [logy(nq)]

4: Select the first 1g values of g;, such that we can
form at least ng combinations (rg,¢q), where ¢ is
the product of k£ primes among the 1g selected, and
74 is a root of N — (mig + X)¢ modulo ¢?

In Algorithm [3] values of a4 tested in the polynomial
selection algorithm are multiples of an increment incr,
which is a parameter of the polynomial selection. As a
consequence, prime factors dividing d X ¢ncr are always
skipped. We can thus exclude them from £.

The variable 1qg is the smallest value such that we can
form at least ng combinations. It depends on the number
of roots of the primes selected.

B. distribution of q factors

As in subsection (once again, Appendix [A]
Theorem with 7 = ged(d,p — 1), N — (mg 4+ X)?
mod qj2- either has r roots with probability %, or none
otherwise.

We studied the cases d = 5 and d = 6 (d = 6 was
used to factor rsa-240 and rsa-250 [1]]). With d = 5 (or
any other prime), r can only be equal to 1 or d. With
d = 6, r can be either 6 or 2 (for primes bigger than 2,
p—1 is always even). We define rp as the other possible
value of r (case d prime: rg =1, case d = 6: rp = 2.)
The case d = 7 and other prime numbers should follow
the same laws as d = 5.

It is useful here to divide Q according to the number
of possible roots, since we sort primes by number of
roots. We will define Q; = {¢; € Q| ¢; =1 mod d},
and Q. = {¢; € Q| ¢; #1 mod d}.

We make the assumption that the equation having r
roots and ¢; dividing a4 are independent.

>We have d and a4 coprime with g; because we skipped ¢; values
that weren’t suitable.

We define the following events:

e L;: event “g; is selected among the 1g”

o ()j: event “g; appears as a factor of ¢”.
Qj € L, because we form combinations with selected
primes.

For ¢; € 91, let Aj be a random variable that equals
1 if there are d roots to the equation N — (mig + X)?
mod q]2-, and g; is not skipped (i.e., g; does not divide
d nor ag4), 0 otherwise. A; follows a Bernoulli law of
parameter + x (1 — qi)

Let A be the random variable corresponding to the
number of primes for which there are d roots, and that
are not skipped. We have: A =) y A;

For ¢; € 9., with rg = ged(p — 1,¢;), let B; be
a random variable that equals 1 if ¢; is not skipped
and there are rp roots to the equation N — (mig + X )¢
mod q]2-, 0 otherwise. B; follows a Bernoulli law of
parameter é x (1— i)

Due to the sort (step 2 in Algorithm [3)), the primes
where we get d roots are the first selected.

If A >k, ie., there are at least k& primes where we
get d roots, then 1g = k is sufficient (we can choose
between d roots for every prime, so we have d* > nqg
by choice of k).

Otherwise, the number of combinations (rg,q) that
we can make by choosing k£ primes among 1qg, with a
primes giving d roots (and 1g — a primes giving rp
roots) is:

a l .
nb_comb(d, k, 1q,a) = Z <a) < kq a> d“r’é_“
U —Uu

u=0

where w corresponds to how many primes giving d
roots are factors of q.

Note: the number of combinations involving a factor
q; giving d roots is dx nb_comb (d,k—1,1g—1,a—1),
and the number of combinations involving a factor q;
giving rp roots is rgx nb_comb (d,k —1,1qg—1,a)

Using the law of total probability, for ¢; € Q:
P(Q;) =Y P(Q;N(A=a))
a

Since @ C L;, Q; = Q; N L;, and for any a,
P(QiN(A=a))=PQ;NL;N(A=a))

= P(QJ’LJ N (A = a)) X P(LJ N (A = a))

P(Q;|L;j N (A = a)) is the ratio of combinations that
we can form using g; over the total of combinations that



we can form, knowing that there are a primes with d
roots, and that ¢; is selected.

For more detailed calculations and the Sagemath [7]]
code used to compute these probabilities, see appendix

(page ).

C. Experimental results

When comparing the theory to the factors of ¢ ob-
tained in collisions, we observed a significant difference
when it comes to ¢; € Q..

This was caused by the sorting algorithm used: a
poorly implemented insertion sort. Although it did in-
deed sort by number of roots, it disrupted the sorting
from smallest to biggest that we expected and based
our analysis upon. For instance, Figure [5a] is what we
obtained with 180-digit integers, d = 5 and ng = 10000.
We can see that the model is quite far from experimental
results. In particular, the peak for primes ¢; € Q. is not
located around the same value. The explanation is that
the insertion sort was swapping primes where we have
d roots with the first values with rp root, often causing
them not to be selected.

After removing the insertion sort, we obtained much
more satisfactory results (see Figure [5b). With d = 6,
there seems to be something that we didn’t take into
account in our model, as we can see a small gap between
experimental and predicted distributions of ¢ factors in

Figure [0]
VI. COEFFICIENTS OF THE PRODUCED POLYNOMIALS
A. ag,aq-1

The leading coefficient a; is a parameter of the
algorithm: we can decide its value.

To recover ay—1 and m from m = dagm + ag_1%,
we compute 7 mod dag, then multiply by £~! modulo
dag to find ag_q1. If ag_1 > %, we subtract dag to its

value, in order to have —L;d <ag_1 < “L;d.

B. aq—2

In this Section, we will do the analysis in the case
£ = p1p2q. The analysis remains the same if ¢ = p1po
(we just apply ¢ = 1). These approximations are almost
those presented by Kleinjung in [|6], except that we didn’t
use an upper bound for [i].

This analysis is based on the assumption ¢ < {q <
m ~ mg (and also ¢ < fq < m =~ my). First, since ry is
a root of N—(Tﬁ0+x)d modulo ¢2, we have 0 < re < 7,
and ig> < ry+iq® < (i+1)g*. We can thus approximate
Tq + iq® to iq>.
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Fig. 5: Number of apparitions of factors of ¢ predicted
(dashed line) and found in collisions (full line), d =
5, ng = 10000

1) Case ag = l,ag—1 = 0: In this first situation,
we have |aq_s| = | =25 + O(¢)|. The O(¢) term comes
from d4_5 in Algorithm

Since we have N = rﬁod,

N — (1 4 14 + i¢®)? = mio? — (1o + 74 + i¢?)?
g—l 2

~ —idmy q

(the other terms when we develop (mg + ¢ + ig®)? are
negligible, because |ig?| < (2P)2¢* ~ £q < 1)
This leads to the approximation

R | _ |idigg? idimog?
fnd—Q 52 p% p% q2
iding

~
~

Pip3
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Fig. 6: Number of apparitions of factors of ¢ predicted
(dashed line) and found in collisions (full line), with
rsa240 (d = 6,ng = 1296)

2) General case: Recall that we have dd Iy =

(dagm + agq—1£)? +£2(dda§l 'R—...),
with m = dagm + ag_1¢ ~ dadm

R:dd R— Z()dadmdja 532

~ ddag 'R

We can then write

R - R (dad)d”
md—2|" ddag_l md—2
idmyg img

T Pagpind| T i3
This approximation is very good in practice.

Moreover, d,4_o seems to follow a uniform distribution
n [—¢/2,0/2].

To simulate the effect that ;_o has on the size of the
coefficients, we supposed that §;_o was uniform between
—E(¢)/2 and E(¢)/2, where E(¢) is the expected value
of ¢, and we plotted an estlmation of the probability
density function of p2 >
values of %=2, As we can see in Figure I it looks like
this 51mple estimation can predict fairly accurately the
distribution of <7=* values.

C. other coefficients
In Algorithm [T} for 1 < j < d — 2, we have: a; =

—asm 5
+ 65, rjm1 = P = A a consequence,
if 5]- values are uniform in [—6/2,6/2], rj—1 is uniform

in [-m//2,m7/2].
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With the hypothesis that every ¢; is uniform in
[—¢/2,¢/2] for j = 1,..,d — 2, the coefficients
aop,...,aq_3 are all the sum of a uniform law in
[—¢/2,¢/2] and a uniform law in [—m /2, m /2], which is
almost a uniform law in [—m /2, m/2] (because { < m).

D. Importance of the O(?)

Since a O(¢) appears in every coefficient a;, with j <
d — 2 (the ¢; value we add to ensure divisibility by ¢),
we have to be careful about £ not being too big. In case
we have ¢ > ) ’Z”O ‘ then the O(¢) completely hides the
expected value.

In cado-nfs, there isn’t anything preventing this from
happening. For instance, when we modified the ng
parameter from 1000 (recommended parameter for 180-
digit integers) to 10000, about 80% of polynomials had
an aq_o at least 10 times bigger than expected.

Assuming that ¢ is the product of k& independent
primes, selected according to the distribution we calcu-
lated in Section |V-B| we can estimate the expected value
of g as the expected value of a ¢ factor (we will name
it qo), raised to the power of k:

E(q) ~ ¢4

N (quea 7;P(Q;) ) *

~ 2 (1

The expected ¢ value grows a lot faster than nqg:
expected ¢ value is close to g%, where k is [log,(ng)].
qo is a lot bigger than d (the biggest d used for now is 6,
and the parameters used for the factorization of rsa-240
produces qp ~ 100). Moreover, as k increases, so does

qo0-



This rough estimation in Equation (1)) could be used
to have an idea of the impact that the O(¢) has on the
size of coefficients.

VII. CONCLUSION

In this report, we presented a detailed analysis of
the coefficients of polynomials produced by the poly-
nomial selection in cado-nfs [3]. Along the way, we
also modeled the distribution of values found in col-
lisions, and discovered a bug in cado-nfs. This is a
first important step in order to simulate the Number
Field Sieve algorithm. However, there is still a lot of
work to do about the polynomial selection: using these
estimations of the coefficients of produced polynomials,
we want to determine the quality of these polynomials,
using indicators like the logarithmic L?-norm, and the
murphy-E score. The analysis of phases of size and root
optimization in the polynomial selection (that transform
a raw polynomial pair in order to increase sieving
properties of the polynomial) could also bring a precise
understanding of the quality of the polynomials that the
Number Field Sieve is using, and thus a good estimation
of the time required for integer factorization.
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APPENDIX A
NUMBER OF ROOTS OF THE EQUATION X% = N mod P>

Theorem 1. If r|p — 1 with p a prime number, with

Ve ((Z/pZ)™ ,><) (( Z/pZ ;%)

then card(Ker(¢,)) =

Proof. We define s = . There are at most r roots to the equation X” =1 mod p (and at most s roots to the
equation X* =1 mod p) i.e., card(Ker(¢,)) < r, and card(Ker(¢)s)) <

However, for any z in (Z/pZ)*, (°)" = 2% = zP~! = 1 (using Lagrange’s theorem). This means
that ¢ ((Z/pZ)*) C Ker(¢y). Since card(Ker(ys)) < s, card (v ((Z/pZ)*)) > 221 = r using the first
isomorphism theorem.

By inclusion, this gives card(Ker(v,)) > r, which concludes this proof.
O

Theorem 2 If ged(N,p) = 1, ie, N 6 (Z/pZ)*, the equation X* = N mod p? has either r roots with
probabllzty = or none with probabzlzty , where r = ged(d,p — 1) and p is a prime number

Proof. We are looklng for roots of X% = N mod p, and then using Hensel’s lifting lemma to obtain roots of
X4=N mod p2.
If we have a root of X? = N mod p, we can multiply it by a root of X¢ = 1 mod p to construct a root of
X% =N mod p

Define 1, : £ — ¢, which is an endomorphism of ((Z/pZ)* , x).
With r = ged(d,p — 1), d = d'r, we have:
Since ged(d',p — 1) = 1, 3e such that d’'e =1 mod p — 1, and we have:

27=1 modpe z¥®=1 modp because ged(e,p—1) =1
2% =1 mod p
< 2"=1 modp because de =1 mod p—1

Using Theorem l there are exactly 7 roots to the equation X ¢ =1 mod p. Using the first isomorphism theorem,
the image of ¢, has a cardinal *~=, which means that if N is part of 1, ((z/pZ)™) (happening with probability

p—1

T = 1) then X% = N mod p? has d roots, and 0 otherwise.

P
O
APPENDIX B
q FACTORS
We develop the calculations presented in Section (page [5)
Reminder:

Lj: event “q; is selected among the 1g”

Qj: event “g; appears as a factor of ¢”.

For g; € 91, A; is a random variable that equals 1 if there are d roots to the equation N — (r7ig -+ 1, + 2¢%)*
mod q?, and g; is not skipped, O otherwise.

« A=3 A

« For ¢j € Q., let B; be a random variable that equals 1 if ¢; is not skipped, 0 otherwise (B; ~ B(P(S;)))
The A; are independent, so are the B;



For ¢; € Q,

]) = Z]P)(QJ N (A = a))
= P(Qj|L; N (A=a)) xP(L;N(A=a))

A.

For g; € 91, g; is selected if and only if A; = 1 and there are at most & — 1 factors already selected, i.e.,
> jr<j Ay < k. This leads to

P(Lin(A=a)=P |4 =1)n(>_ 4y <k)n(A=a)

J'<J

If A > k, then every combination formed contains every selected factor (case 1q = k), i.e., P(Q;|L; N (A =
a)) =1 when a > k:

P(QjN(A=a)) =P N Ay <k)n(d_ Ay =a)
J'<j J'#7
=P((4; = O Ay <k)n (D Ay =a)
J'<j J#j

Otherwise, the conditions A = a and A; = 1 ensure that ) .,_. A < k, we can thus remove this event when

computing probabilities in the case A < k:

J'<J

P(QN(A=a)=PQL;N(A=a) xP|(4;=1)N(>_ Ay =a)

=3

d x nb_comb(d,k —1,1g—1,a — 1)
= P((A; Aj =
nb_comb(d, k, 19, a) <P ((4; = 'Z_j =a)

For ¢; € Q., we have:
P(L; N (A=a)) = P(Li|(A=a)) x B((A = a))

and P (L;|(A = a)) is the probability to be in the first 1q — a factors with rp roots that are not skipped, i.e.,

P (Lj[(A = a))

P|(B;=1)N(D>_B;<la-a)l(A=a)
J'<j

=P((B;=1)xP [ () Bj<la—a)(A=a)

J'<j
If a > K, this probability is O (because in that case, we only need factors with d roots).
If a < k, then
rp X nb_comb(d,k —1,1g —1,a)

P(Q;|L; N (A=a)) = nb_comb(d, k, 19, a)

10



C. Practical considerations and sage code

To compute the probability law of a sum of variables following binomial laws, we can use polynomials:
Given E; a family of binomial laws (of parameter P(E; = 1)), P(3_; Ej = s) is the coefficient of degree s of
the polynomial.
[T+ -pE; =1)
J
To get P(> " B < s) for instance, we can truncate this polynomial at degree s, and evaluate in 1. In the following
Sagemath code, we are using truncations, products and evaluations of polynomials to compute probabilities.
To compute the probability of appearance of ¢ factors, we used the following SAGEMATH code:
from collections import defaultdict
from sage.functions.other import ceil
from sage.rings.real_mpfr import RR
from sage.functions.other import binomial
from sage.misc.misc_c import prod
from sage.misc.functional import log
from sage.rings.fast_arith import prime_range
from sage.rings.polynomial.polynomial_ring_ constructor import PolynomialRing

def nb_comb(d, k,1qg,a):
if d ==
return sum([binomial (a, u) * binomial (1g-a, k-u) = d*u = 2”7 (k-u)
for u in range(a+l)])
else:
return sum([binomial (a, u) % binomial (1g-a, k-u) » d*u
for u in range(a+tl)])

def find_lg (d,nqg,a):

k = ceil(log(ng,d))

lg = k

if a > k:
a =k

while (nb_comb(d, k,1lqg,a) < nqg):
lg += 1

return lqg

Q = prime_range (2, 272)
RP = PolynomialRing(RR, 't")
t = RP.gen()

def g_distribution(d,ng, incr):
Ql = [g for g in Q if g $ d == 1 and incr % g != 0]

Qstar = [g for g in Q if g % d != 1 and incr $ g != 0]
# O skipped = [q for g in Q if incr % g == 0]

polynomial_a = prod ([l + (1-1/g) = 1/d = (t-1) for g in Q1])

11



@)
Il

defaultdict (RR)

-
Il

ceil (log(ng, d))
g in Ql:
pol_inf

pol_sup =

for

prod ([1+(1/d) *
prod ([1+(1/d)* (1-1/ql) + (t—1)
)t

(1-1/9gl) = (t—-1)

for a in range (len (Q1l)

lg = find_1qg

if a <= k:

comb_ratio =

D[g] +=

else:

D[g] +=

for a in range (k) :

pr_a =

1lg = find_1lg(d,

polynomial_b =

for g in Qstar:
pr_noskip =
if d ==

(d,ng, a)

(pol_inf * pol_sup) [a—-1]

*

((1/d)

((pol_inf % t*k)* pol_sup) [a-1] =*

polynomial_ala]
ng, a)
RP (1)

(1 - 1/9)

pr_noskip *= 1/2

pr_select =
polynomial_b
comb_ratio =
if d==6:

(polynomial_b % t*x(lg-a)) (1)

* =

(1 + pr_noskip * (t
nb_comb(d, k-1, 1lg-1,

comb_ratio x= 2

D[qgl
return D

+= pr_a » pr_select * comb_ratio

12

-1
a)

)

(1/d)

*

* pr_noskip

for gl in Q1 if gl < g])
for gl in Q1 if gl > qg])

dxnb_comb (d,k-1,1g-1,a-1) /nb_comb (d, k, 1q, a)
* (1-1/q9))

+ comb_ratio

(1-1/q)

)
/ nb_comb(d, k, 1lg, a)
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